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1. Pourquoi mettre en place PFSENSE

Pfsense est un routeur/pare-feu qui est libre de droit. Il est entierement configurable par
interface web et il a de nombreux service supporter comme :

- Routage

- DNS

- NAT

- Filtrage

- VPN(open vpn, L2TP, IPSec)
- Et plein d’autres services.

Il y’a aussi la possibilité de faire de la redondance et de la haute disponibilité, et de mettre en
place des adresses IP virtuelle.

2. Configuration réseau

Pour cette installation, nous allons mettre en place 2 serveurs en redondance et avec une haute
disponibilité comme sur le schéma suivant :

Internet %

3. Installation Pfsense

pfSense Installer

Copyright and distribution notice
pfSense is Copyright 28B84-2B817 Rubicon CommMunications, LLC (Netgate).

pf3ense iz a federally registered trademark of Electric Sheep Fencing,
LLC. Any unauthorized use of this trademark i= prohibited by state and
federal law and intermational law. Refer to our Trademark Usage Guidelines
for how to properly use the marks. All rights reserved.

Absolutely No Commercial Distribution Is Allowed.

[GEcept>

Accepter les termes afin d’installer pfsense

< 3/42




pfSense Installer

Helcome
Uelcome to pfSenset

[install I nstall pfSense|

fescue e aunch a she or rescue operations
Recover config.xml Recover config.xml from a previous install

<Cancel>

Sélectionner « Installer pfsense »

Nous allons sélectionner le clavier francgais en azerty, pour cela effectuer ces actions

pfSense Installer

Reymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chosen belowu.

) Estonian I50-8859-15
J Finnish Codepage 858
) Finnish I50-8859-1
) French Canadian ISD-8859-1 (accent keys)
) French Duorak-like
orak_1i (accent keys)

(accent keys)
) French Macbooks/Macbook Pro I[50-8859-15 (accent keys)
) German Codepage 858
) German I[SD-8859-15
) German I50-8859-15 (accent keys)

KJelect>| <Cancel>

[Press arrous, TAB or ENTERI]

fr.iso.kbd: French I50-8859-1

Sélectionner « French I1SO-8859-1 »

pfSense Installer

Heymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chozen belou.

Continue with fr.iso.kbd keymap
(2 e

Armenian phonetic layout
Belarusian Codepage 1131
Belarusian Codepage 1251
Belarusian I50-8859-5

Belgian ISD-8855-1

Belgian [S0-8859-1 (accent keys)
Brazilian 275 Codepage 858
Brazilian 275 ISD-B859-1
Brazilian 275 IS0D-8859-1 (accent keys)
Bulgarian (BDS)

Kelect | <Cancel>

[Press arrows, TAB or ENTERI]

On confirme bien notre choix, choisir Continuer
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Une fois le clavier choisi, on installe le systeme sur le disque

pfSense Installer

Partitioning
How would you like to partition your disk?

luto (UFS) uided Disk Setup

Manua Manual [1s etup (experts)

Shell Open a shell and partition by hand
Auto (ZF5) Guided Root-on-ZF3

<Cancel>

Jai utilisé le partitionnement automatique, mais cela n’est pas obligé

pfSense Installer

Fetching Distribution

MANIFEST [ Done

base. txz [  66% |
Fetching distribution files...

Overall Progress
66

La progression d’installation nous indique son état

Une fois fini, il nous demande si I’'on souhaite redémarrer ou bien afficher le « Shell »

pfSense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to Make any final manual

modifications?

< Yes > < iE >

Sélectionner « No », pour redémarrer et si vous voulez utiliser le « Shell » sélectionner « Yes »
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pfSense Installer

Complete
Installation of pfSense
completet Lould you like
to reboot into the
installed systeMm nowWw?

Confirmation du choix "Reboot", pour redémarrer

4. Configuration du serveur PFSENSE A

Une fois redémarrer, nous avons lI'interface de pfsense qui est afficher.

[ftarting syslog...done.

[Starting CROM... done.

pfSense 2.4.1-RELEASE amd64 Sun Oct 22 17:26:33 CDT 2817
[Bootup complete

FreeBSD- amd64 (pfSense. localdomain) (ttywB)
Muare Uirtual Machine - Netgate Dewvice ID: 28beel522d68a1935aeb
=% Helcome to pfSense 2.4.1-RELEASE (amd64) on pfSense ===

HAN (nan) -> enB -> v4-DHCP4: 192.168.1.85-24
LAN (lan) -> emMl -> v4: 192.168.1.1-24

B) Logout (S5H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) 3et interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

nter an option: 2
Nous devons changer I'adresses de nos interface « Wan » et « Lan », pour cela sélectionner « 2 »

Muware UVirtual Machine - Netgate Device ID: 28beel522d68a1935aeb
=% Llelcome to pfSense 2.4.1-RELEASE (amd64) on pfSense ===

HAN (wan) -> emd -» vw4-0HCP4: 1592.168.1.85-24
LAN C(lan) -> emMl ->» v4: 192,168.1.1-24

B) Logout (S5H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) 3et interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pf3Sense tools

4) Reset to factory defaults 13) Update fromM console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2
flvailable interfaces:

1 - WAN (emB - dhcp, dhcpb)
- LAN (eml - static)

[Enter the number of the interface you wish to configure: 2

On sélectionne I'interface « Lan », qui est le choix « 2 »
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WAN (wan) -> emd -> vd/0HCP4: 192.168.1.85/24
LAN (lan) -> eml -> wvd: 192.168.1.1-24

B8) Logout (S5H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM
Shell

Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
- LAN (eml - static)

[Enter the number of the interface you wWwish to configure:

[Enter the new LAN IPuvd4 address. Press <ENTER> for none:

Ont défini I’adresse IP de notre interface

Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

[Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
- LAN (eml - static)

Enter the number of the interface you wish to configure:

Enter the new LAN IPwv4 address. Press <{ENTER> for none:
> 172.16.8.252

[Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
.g. 255.255.255.8
255.255.68.8
255.08.0.8

Enter the new LAN IPv4 subnet bit count (1 to 31):

Et I'on indique le masque de sous réseau de notre réseau en « CIDR »

8) Shell
Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
- LAN (eml - static)

Enter the number of the interface you wish to configure:

[Enter the new LAN IPv4 address. Press <ENTER> for none:
> 172.16.8.252

[Subnet mMasks are entered as bit counts (as in CIDR notation) in pfSense.
.g. 255.255.255.8
255.255.8.8
255.8.8.8

For a WAN, enter the new LAN IPuv4 upstream gateway address.
press <ENTER> for none:

On ignore la question demander, en appuyant sur « Entrer »
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Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
- LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <{ENTER> for none:

[Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
.. 255.255.255.8
255.255.8.8
255.8.8.8

For a WAN, enter the new LAN IPv4 upstream gateway address.

Enter the new LAN IPv6 address. Press <{ENTER> for none:

On fait de méme, car nous avons un réseau en IPv4

1 - WAN (emMB - dhcp, dhcpB)
- LAN (eml - static)

[Enter the number of the interface you wish to configure: 2

[Enter the new LAN IPv4 address. Press <ENTER> for none:

[Subnet mMasks are entered as bit counts C(as in CIDR notation) in pfSense.
.. 255.255.255.8 24

255.255.8.8 16
255.8.8.8 8

the new LAN IPuv4 subnet bit count (1 to 31):

[For a WAN, enter the new LAN IPv4 upstream gateway address.

[Enter the new LAN IPv6 address. Press <ENTER> for none:

Do you wWwant to enable the DHCP server on LAN? (y/wn)

Nous pouvons ou non utiliser un serveur DHCP, pour mon cas j’en ai utiliser un pour faciliter la distribution d’IP

1 - WAN (emB - dhcp, dhcpB)
- LAN (eml - static)

[Enter the number of the interface you wish to configure: 2

[Enter the new LAN IPv4 address. Press <{ENTER> for none:
> 172.16.8.252

[Subnet mMasks are entered as bit counts (as in CIDR notation) in pfSense.
.. 255.255.255.8
255.255.8.8
255.8.8.8

[For a HAN, enter the new LAN IPv4 upstream gateway address.

[Enter the new LAN IPv6 address. Press <{ENTER> for none:

Do you want to enable the DHCP server on LAN? (ys/n) y
[Enter the start address of the IPvd4 client address range: 172.16.8.1

Si I'on utilise un DHCP, nous devons saisir le début de la plage d’adresse
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- LAN (eml - static)

Enter the number of the interface you wiszsh to configure: 2

Enter the new LAN IPvd4 address. Press <ENTER> for none:

[Subnet masks are entered as bit counts (as in CIDR notatiom) in pfSense.

e.g. 255.255.255.08
255.255.8.8
255.8.0.8

Enter the new LAN IPv4 subnet bit count (1 to 31):

For a WAN, enter the new LAN IPuv4 upstiream gateway address.

Enter the new LAN IPv6 address. Press <ENTER> for none:

Do you want to enable the DHCP server on LAN? (ysm) y
Enter the start address of the [Pud client address range: 172.16.8.1
Enter the end address of the IFv4 client address range: 172.16.H.288

Et pour finir avec le DHCP, on saisit la fin de la plage d’adresse

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPud address. Press <{ENTER> for none:
> 172.16.8.252

[Subnet masks are entered as bit counts (as in CIDR notation) in pfSensze.
255.255.255.8
255.255.8.8
255.8.8.8

For a HAN, enter the new LAN IPv4 upstream gateway address.

Enter the new LAN IPv6 address. Press <ENTER> for none:

Do you wWwant to enable the DHCP serwver on LAN? (y-/m) vy

Enter the start address of the IPv4 client address range: 172.16.8.1

Enter the end address of the IPvd4 client address range: 172.16.8. 288
izabling IPv6 DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) y

Il nous ai demander si I’'on veut utiliser I'interface web pour configurer pfsense

For a WAM, enter the new LAN IPuvd upstream gateway address.
For a LAN, press <ENTER> for none:

Enter the new LAN IPuE address. Press <ENTER> for none:

Do you want to enable the DHCP serwver on LAN? (ysm) y

Enter the start address of the IPuvd4 client address range: 172.16.8.1

Enter the end address of the IPud client address range: 172.1G6.8.288
isabling IPFv6 DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) y

lease wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. . .

Restarting webConfigurator...

he IPv4 LAN address has been set to 172.16.8.252/24
ou can now access the webConfigurator by opening the following URL in your web

http:-s-172.16.8. 252~

resg <ENTER> to continue.

Il nous affiche I'adresse de configuration
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http:~/s172.16.8.2527

ress {ENTER> to continue.

essage from syslogd@pfSense at Nov 9 19:15:15

fSense php-fpm[3391: sindex.php: Successful login for user ‘admin’ from: 172.16
.8.1

Muware Uirtual Machine - Netgate Device ID: ZBbeelbZZd68al1935aeb

=% Helcome to pfSense 2.4.1-RELEASE (amd64) on pfSense swxx

WAN (wan) -> emB -» vd-IHCP4: 192.168.1.85-24
LAN (lan) -> emnl -» wd: 172.16.8,252-24

B) Logout (355H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Jet interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

nter an opti
On fait de méme avec l'interface « Wan »

Muware Virtual Machine - Netgate Device ID: ZBbeel522d68al1935aeb
#» Helcome to pfSense 2.4.1-RELEASE (amdB64) on pfSense ==

HAN (Wan) -» eqd -» visDIHCP4: 192.168.1.85-24
LAN (lan) -> eml > vd: 172.16.8.252/24

B) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHPF shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FFM

8) Shell

Enter an option: 2
vailable interfaces:

1 - WAN (em8 - dhcp, dhcpB)
- LAN (eml - static)

Enter the number of the interface you wWish to configure: 1

On sélectionne donc l'interface « 1 »

#*# lelcome to pfSense 2.4.1-RELEASE (amdB64) on pfSense s=xx

WAN (wan) -> emB -» vi-sOHCP4: 192.168.1.85-24
LAN (lan) -> eml -» wd: 172.16.8.252-24

B) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot =system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7)Y Ping host 16) Restart PHP-FPM

81 Shell

[Enter an option: 2

Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
- LAN (eml - static)

[Enter the number of the interface you wish to configure: 1

onfigure IPv4 address WAN interface wia DHCP? (y/n) n

On saisit une adresse IP fixe, on refuse donc la configuration par DHCP
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LAN (lan)

Bl
1)
2)
3
4)
9)
6)
7)

-» eml

Logout (335H only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot systewm

Halt system

Ping host

.16.8.252/24

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

8) Shell

Enter an option: 2

Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
- LAN (eml - static)

Enter the number of the interface you wish to configure: 1
onfigure IPv4 address HWAN interface wia DHCP? (ys/n) n

Enter the new HAN IPv4 address.
> 192.168.1.281

Press <ENTER> for none:

On indique donc I'adresse IP de l'interface

6) Halt systemn
7) Ping host
8) Shell

15) Restore recent configuration
16) Restart PHP-FPM

[Enter an option: 2

Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
- LAN (eml - static)

[Enter the number of the interface you wish to configure: 1
IPv4 address HAN interface wia DHCP? (ys/n) n

new HAN IPv4 address.
.1.281

Press <ENTER> for none:

[Subnet mMasks are entered as bit counts (as in CIDR notation) in pfSense.
.. 255.255.255.8
255.255.8.8
255.8.8.8

Le masque de sous réseau en « CIDR »

Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
- LAN (eml - static)

Enter the number of the interface you wish to configure: 1
onfigure IPv4 address WAN interface wia DHCP? (y/m) n

Enter the new WAN IPv4 address.
> 192.168.1.2681

Press <ENTER> for none:

[Subnet mMasks are entered as bit counts (as in CIDR notation) in pfSense.
.g. 255.255.255.8
255.255.8.8
255.8.8.8

Enter the new WAN IPv4 subnet bit count (1 to 31):

For a WAN, enter the new HAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
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On ignore la question, en appuyant sur « entrer »

Available interfaces:

1 - WAN (emB - dhcp, dhepb)
[? — LAN (eml - static)

[Enter the number of the interface you wWish to configure: 1

onfigure IPv4 address HWAN interface wvia DHCP? (y/m) n

[Enter the new HAN IPv4 address. Press <ENTER> for none:
> 192.168.1.281

[Subnet masks are entered as bit counts (as in CIDR wnotation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.8.8 16

255.8.8.8 =8

[Enter the new HAN IPv4 subnet bit count (1 to 31):

[For a WAN, enter the new HAN IPv4 upstiream gateway address.
[For a LAN, press <ENTER> for none:

onfigure IPub address HAN interface via DHCPB? (y/n) n

Notre réseau « Wan », étant aussi en IPv4, on répond « non »

- LAN (eml - static)
Enter the number of the interface you wish to configure: 1
onfigure IPvd4 address WAN interface via DHCP? (ys/n) n

Enter the new WAN IPv4 address. Press <ENTER> for none:
> 192.168.1.281

[Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
.. 255.255.255.8 = 24
255.255.8.8 16
255.8.08.8

For a WAN, enter the new WAN IPud upstream gateway address.
For a LAN, press <ENTER> for none:

onfigure IPv6 address WAN interface wvia DHCPG? (ys/n) n

Enter the new HAM IPV6E address. Press <ENTER> for none:

On fait de méme pour cette question, en appuyant sur « entrer »

5. Configuration du serveur PFSENSE B

On fait de meme avec le serveur pfsenseB, avec cette configuration :
Lan : 192.168.1.202/24, Activation de la configuration web
Wan :172.16.0.253/24

La configuration du 2é™¢ PFSENSE est identique, seul les IP des cartes réseaux change.
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6. Interface Web PFSENSE

Pour cela, se connecter sur le panel PFSENSE

lisense

SIGN IN

Login : admin Password : pfsense

Nous avons le dashboard de PFSENSE, avec les informations principale et les informations systéme.

Netgate 5 es And Support

Contracttype  Community Suppe
System VirtunBee Virtun! Machine Cammunit
Netgata Davies 10 fd20becDSEIBIB6a 664

208 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

Haleasa Daie: Fri Dee 1 2006
Toiiee AR (AT iy pure s you piSiense gateway fiews! agplisnce fram Melgate snd ested

s S Camemunity Support at the point of sak you can regisler your community suppart
buillt on Tua Dee 12 6 C5T 2017 hacestina sana 40
subscrizion far sccess to pfSanse Gald.
Froals0 17,1 pb N
= Registar Your Suppart Subseription * Logmte your portal actount
T R = Upgrade Your Support * Community Suppost Resources
£PU Type Ry Xean(R} CPUX3440 (@ 2 556Hz
CPL Crypra-Na

Uptime 23 Hours 49 Minutzs D0 Sacands

Current date/thme  Tho Mar 1145625 UTC 2018

DNS serveris) 127.00.1

Lasteenfigchange Thu har 11410:13 LTC 2018

State table size [+
0% (430/9F00C) Shaw states

MBUF Usage L
2% (1076/61008) oW 4 1000k3saT <hull<hplexs 192166.0.2

Laad average 0.22,0.38.0.45 & 4 o00sasaT sdullhuplex> 172.16.0.254

CPU usage

Ratrieving CPU data G

Nous avons le tableau de board avec pleins d’informations a propos du routeur/Firewall.
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7.Configuration des adresses IP virtuelle (Haut Dispo)

La configuration des adresses IP, permet un basculement entre deux adresses IP. Cela permet de
faire une redirection d’adresse IP. Si I'adresse 172.16.0.252 est down, il n’est pas possible de passer
instantanément en adresse 172.16.0.253. Alors que silI’on créer une adresse IP en 172.16.0.254, qui
permet de faire une redondance sur des adresses IP. Cela est utiliser pour les routeurs et les
serveurs. Cela permet de rediriger le flux vers le serveur et en cas de chute de celui-ci le basculement
est invisible pour I'utilisateur. Nous allons mettre en place une IP virtuelle entre deux PFSENSE coté
Wan et Lan. La mise en place et identique sauf la carte réseau qui differe.

L7

Firewall / Virtua! IPs

virtual 1P Address

Virtual IF address Iaterface Type Description Aetlons

o, 110 (Hitgata)

Dans « Firewall / Virtual IPs », nous pouvons mettre en place les deux IP virtuelle coté Wan et Lan

Nous allons créer I'IP virtuelle se trouvant, coté WAN

Fisense

eI i

Firewall / Virtual IPs / Edit @

Edit Virtual 1P

Interface WAN

Addrezz type

Address(ez)

Virtual IP Password

VHID Group.

Advertising frequency

Descriptian

On créer notre IP virtuel WAN, comme ceci
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Nous allons créer I'IP virtuelle se trouvant, coté WAN.

Firewall / Virtual IPs/ Edit

Edit Virtual IP

G
Interface | Lan 5

Addrecs type

Addressies,

Virtusl 1P Password

VHID Group

Advertising freguency

On fait de méme pour l'interface Lan.

Nous allons pouvoir appliquer les parametres

Firewall / Virtual IPs

7]
¥ o Apply Changes
1921681 N Adreass | 0
172100, AN 3 re— 210

On a un récapitulatif de nos IP virtuelle. Il faut appliquer les parametres pour activer I'IP virtuelle

On peut voir dans le staus CARP, et savoir si l'interface est en "Master" ou bien en "Backup"

Blisense -

Status / CARP

Fld @

CARP Interfaces
CARP Inter

Status

©MasTIR
O MasTER
pfSync Nodes

pisy

On peut voir le status des IP virtuelle, on voit que le PfsenseA est bien en master
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Le statut des IP virtuelle sur le second PFSENSE, il sont donc bien en backup

Status / CARP

=6

CARP Interfaces

CARR Interface

Victusl 1B Stotus
WaNg!

192.168.1.200724 PACKUP
gz 17216025424 BACKUP
pfSync Nodes

On peut voir le status des IP virtuelle, on voit que le PfsenseB est lui en backup

8. Configuration de la redondance

La mise en place de la redondance, nous permet une réplications des régles de filtrage, NAT, VPN,

etc.... Ce permet de devoir effectuer la création d’une régle ou autre, uniguement d’un seul coté. La
réplication s’effectue automatiquement.

Elisense

System / High Availability Sync

@
Stats Synchronization Sattinas (ofsvnc!

Symchronize Interface

pleyne Synchranize Posr
¥ o

Configuration Synchronization Settings (XMLRFC Sync)
Synchronize Configlo P 5 5

Nous allons mettre en place la redondance de Pfsense, afin d’avoir les memes paramétrages coté PfsenseA et PfsenseB. La configuration
doit étre actif des deux cotés
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9. Mise en place de regles de filtrage

Les regles de filtrages permettent de mettre des restrictions sur des protocoles, Port, adresse IP.

Pour mettre en place des regles de filtrage coté WAN, nous devons désactiver une regle, car elle
nous empéche d’ajouter des régles.

Plisense

COMMUNITY EDITION

Firewall / Rules / WAN il = @

Floating WAN LAN

—
Rules (Drag to Change Order)
States Protocol Source Port Destinati Port G y Queue Schedule Deseription Actions
X 0/384B * RFC 1918 networks x X g o & Block private networks ¥
X o0/0B = Reserved x = = E o Block bogon networks %
Not assigned by IANA
ar lick tF to add a new rule

Nous devons enlever ces deux régles

Pour cela, nous devons aller dans les paramétres de I'interface WAN(Interfaces / WAN), ou bien
cliquer sur I’'engrenage a coté de nos deux régles de refus.

Speed and Duplex Default (no preference, typically autoselect) ko

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its
speed and duplex forced.

Static IPv4 Configuration

IPvd Address  192.168.1.253 o B
IPv4 Upstream None =z == Add a new gateway
gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button.
On local area network interfaces the upstream gateway should be "none". Gateways can be managed by clicking here.

Reserved Networks

Block private M

networks and Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and
loopback addresses unique local addresses per RFC 4193 (fc00::/7) as well as loopback addresses (127/8). This option should generally be
turned on, unless this network interface resides in such a private address space, too.

Block bogon

networks Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should

never appear in the Internet routing table, and so should not appear as the source address in any packets received.
Note: The update frequency can be changed under System->Advanced Firewall/NAT settings.

pfSense Rubicon Communications, LLC (Netgate) view license

Nous devons décocher les deux regles dans "Reserved Networks", elle empéche de créer des régles ce sont des sécurités actives de base.
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On doit se retrouver donc sans nos deux cases cocher

Reserved Networks

Block private O

networks and Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and
loopback addresses unique local addresses per RFC 4193 (fc00::/7) as well as loopback addresses (127/8). This option should generally be
turned on, unless this network interface resides in such a private address space, too

Block bogon [ ]

networks Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should

never appear in the Internet routing table, and so should not appear as the source address in any packets received
Note: The update frequency can be changed under System->Advanced Firewall/NAT settings

Aucune ne doit étre cocher

Une fois enlever, nous devons appliquer les modifications

Flisense

COMMUNITY EDITION

Pour appliquer nous devons juste cliquer sur "Apply Changes"

Comme on peut le voir maintenant, les deux régles ne sont plus présentes et nous pouvons donc en
créer de nouvelles.

Plisense

COMMUNITY EDITION

Firewall / Rules / WAN = @

Floating WAN LAN

—
Rules (Drag to Change Order)
States Protocol Source Port  Destination Port  Gateway Queue Schedul Description Acti

2 bution to add a new rule.

Pour ajouter une régle, nous devons cliquer sur "Add"

viill be blocked until pass rules are added. Clic

Il y’a plusieurs actions qui peuvent étre appliquer sur la régles :

- Block : Détruit le paquet sans retour vers la source
- Reject : Un retour est effectué vers la source disant qu’il est refusé
- Pass: Accepte le paquet

Nous devons sélectioner notre interface (WAN ou LAN), sur la quelle la regle sera actif
On sélectionne si cela concerne IPv4 ou IPv6, ou bien les deux

Et pour finir on paramettre notre régle, c’est-a-dire le protocole, la source et la destination et la
source et on peut aussi mettre une description afin de savoir rapidement son action.

Yohan Fresneau — BTS SIO SISR 18 /42 Installation PFSENSE (Redondance, Filtrage, NAT, VPN)




Dans ce cas-la c’est une régle de blockage, mais le principle est le meme pour toutes régles.

Flisense

Firewall / Rules / Edit = =20

Edit Firewall Rule

Action Block v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN A

Choose the interface from which packets must come to match this rule.

Address Family IPv4 v

Select the Internet Protocol version this rule applies to.

Protocol Any El

Choose which IP protocol this rule should match

Source O Invert match. any ¥ Source Address /

Destination

Destination [ Invert match. any it Destination Addres /

Extra Options

Log [ Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a
remote syslog server (see the Status: System Logs: Settings page)

Description Bloque tout le trafic

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and
displayed in the firewall log

Advanced Options

pfSense Rubicon Communications, LLC (Nelgate) view license

Cliquer sur "Save", afin de créer notre regle.

Attention la regles de blocage doit étre effectuer en derniére coté LAN, elle risque de bloquer I'accés
a l'interface web. Pour le coté LAN et WAN, le principe est le méme. Il est possible de désactiver
I'utilisations de certains protocoles ou bien bloquer une partie du réseau au certaines machines. Cet
outil et pratique et puissant. Une liste de protocole et de port est pré-enregistrer, mais il est possible
d’utiliser d’autres ports garce a la ligne "Other".

Il faut faire attention aux protocoles a bloquer, le plus simple est de désactiver tous les

protocoles/Ports et créer une autorisation pour chague protocoles/Ports ce qui augmente la sécurité
du réseau.

Faire attention a I'interface web coté Wan, ne pas oublier de vérifier la regle de I'interface web. Il y a
une regle déja créer normalement et ne doit pas étre supprimer.

¥ 1/158 * * * AN 80 * * Anti-Lockout Rule o
MiB Address
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Une fois notre régle créer, nous devons 'appliquer

isense

COMMUNITY EDITION

Firewall / Rules/ WAN =l =

Floating WAN LAN

Rules (Drag to Change er)
States Protocol Source Port Destinati Port Gateway Queue Schedule Description Actions
O % 0/0B |Pva* * * * * * none Bloque tout le trafic &‘,f@@ﬂ

Cliquer sur "Apply Changes", afin d’activer notre regle.

Nous allons voir comment ajouter une régle coté WAN a destination du PFSENSE, comme le fait
d’utiliser le serveur VPN(OpenVPN) de PFSENSE.

IUNITY EDITION

Firewall / Rules / Edit = =0
Action Pass vl

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN i

Choose the interface from which packets must come to match this rule.

Address Family 1Pvd S

Select the Internet Protocol version this rule applies to.

Protocol | TCP/UDP 5|

Choase which IP protocol this rule should match.

7 ource Address 7

Source [ Invert match. any

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases
this setting must remain at its default value, any.

Destination [ Invert match. any, [ Dy on Address !
Destination Port OpenVPN (119 OpenVPN (119 v
Range From Custom To Custom

Specify the destination port or port range for this rule. The To" field may be left empty if only filtering a single port

Extra Options

Log [ Log packets that are handled by this rule
Hint: the firewall has limited local log space. Dan't turn on logging for everything. If doing a lot of logging, consider using a

remote syslog server (see the Status: System Logs: Settings page).

Description | Autorisation protocale VPN| ]

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and
displayed in the firewall log

Advanced Options

pfSense LLC (Netgate)

Exemple de régle de filtrage autorisent le protocole OpenVPN, elle reste semblable a toute autres protocoles
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Une fois nos regles créer, nous devons les appliquer. Nous avons une rapide vision sur les régles et
leurs actions. Attentions leurs ordres et important. Si la régle de blocage est en premiere aucune des
régles apres sera fonctionne.

Plisense

COMMUNITY EDITION

Firewall / Rules/ WAN =l B

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
[1 « 0/0 |Pyv4 & X & 1194 & none Autorisation protocole &, fﬁ@
B TCP/UDP (OpenVPN) VPN i
O % 0/0 IPva* * * * * * none Bloque tout le trafic L 00
] i}

X £ O

piSense Rubicon Communications, LLC (Netgate) view license

10. Mise en place redirection de port(NAT/PAT)

La redirection de port permet de transferer un port exemple :

Routeur 192.168.1.200 Machine 172.16.0.102
Port d’entrer 192.168.1.200 :8080 Port de sortie 172.16.0.102:80
Flisense Wi | oot -
COMMUNITY EDITION
Aliases
Status / Dashboard NAT &
Rules
Name pfSense localdomain Traffic Shaper
System VirtualBox Virtual Machine Virtual 1Ps

Metgate Device |D: fd20bec05___________
BIOS Vendor: innotek GmbH

Pour cela, nous devons aller dans « Firewall / Nat »
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Voila un exemple de régles qui sont translaté

Rules

Interface Protocol Source Address Source Ports Dest. Address Dest. Ports NAT IP NAT Ports Description Actions

Machine Hopper-172.16.0.101

@ v 20 WAN TGP ® ® WAN address 8081 172.16.0.101 80 (HTTP) Serveur Web - Hopper
I ¥ 3G WAN TCP L " WAN address 2121 172.16.0.101 21 (FTP) Serveur FTP - Hopper
@« 33 waN TCP . E WAN address 2201 172160101 22 (35H) Serveur Web - Hopper Fim)i]
@ v X3 WAN TCP/UDP * i WAN address. 8001 172.16.0.107 8000 Serveur Ajenti - Hopper s '—l.:|m
O « 35 wan TCP . . WAN address  49152-50000 172160107 49152-50000  Serveur FTP Port Passif- Hopper @ D1
Machine Physigue - 172.16.0.102 i ]
v 30 wWaN TCP " * WAN address 8080 172.16.0.102 80 {HTTP) Serveur Web - Physiqua Fim) ]
[ v 35 WAN TCR/UDP * “ WAN address 33890 772.16.0.102 3389 (MSRDP) RDP - Physigque & T’jm
@ v 3G waN TCP/UDP * . WAN address 33891 17216.0.102 33891 ROP - Hopper Fim) |
v 33 WAN TCP/UDP * Lt WAN address 33892 172.16.0.102 33892 RDP - Intratec & ’.Enﬂ]
v 30 WAN TCP/UDP * " WAN address 33893 172.16.0.102 33893 RDP - Centreon & ﬁﬁ
@ « 33 WAN TCP/UDP * N WAN address 33894 772.16.0.102 33894 RDP - PFSENSE rd Ei o
Machine Intratec - 172.16.0.103 o
1« X3 WAN TCP Lo i WAN address 2203 172.16.0.103 22 (S8H) Serveur SSH - Intratec & E'ﬂl
@ « 33 WAN TCP L L WAN address 1138 172.16.0.103 1138 Serveur Web - Intratec Fdm) |
@ v X3 WaN TCP . B WAN address 8003 17216.0.103 8000 Serveur Ajenti - Intratec: SO
Machine Centreon - 172.16.0.104 ju}
0 W 38 WAN TCP . b WAN address 8084 172.16.0.104 80 (HTTP) Serveur Web - Centreon
v 20 WaN TCP " *: WAN address 2204 172.16.0.104 22 (SSH) Serveur S8H - Centreon
Machine PFSENSE- 172.16.0.254
@ « 3G WAN TCP b . WAMN address 8888 17216.0.254 B0 (HTTP) Serveur Web - PFSENSE
@ v 33 WAN TCP e e WAN address 22254 172.16.0.254 22 (SSH) Serveur SSH - PFSENSE

Exemple de régles qui peuvent étre crées

Pour créer une régle NAT, cliquer sur "ADD"

Pour cela, nous devons cliquer sur « ADD »

Firewall / NAT / Port Forward / Edit [2]

Edit Redirect Entry
Disabled () Disable this rule

NoRDR (NOT) [ Disable redirection for traffic matching this rule
This option is rarely needed. Dot use this without thorough knowledge of the implications.

Inerface WaN v

Choose which interface this rule appiies 10. In most cases "WAN® is specified.

Protocal | Notre protocole
Choose which protocol this rule should match. In most cases "TCP"is specified.

ol

Destination Invert match. WAN address - / £
Type Address/mask
Destination port range Other Y Port Externe Other bt Saisir port si ranger
From port Custom Toport Custom

Specify the port or port range for the destination of the packet for this mapping. The 1o field may be left empty if only mapping  single port.

Regirecttarget P | 1P machine en interne |

Enter the internal [P address of the server on which 1o map the ports.
£0:192.168.1.12

Redirect target port Other Y, | Port interne machine I

Port c

‘Specify the port on the machine with the IF address entersd above. In case of 2 portrange, spe

ted automatically)
sually identical to the "From port® sbove.

the beginning port of the range (the end port will be

Description

Description afin de la repérer facilement
A descrption may be enteied here for admin stratie reference (not parsed)
No XMLRPC Syne Do ot automatically Sync 1o other GARP members
This prevents the rule on Master from automatically syncingto other CARP members. This does NOT prevent the rule from being ovenwritten on Slave:
NAT refiection Use system default v
Filter rule association | Add sssociated fiter e 57

{ection does notwaork property with MuMt-WAN. It will only work on an interface containing the default aataway

Créer notre régle, puis la sauvegarder
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Une fois créer, nous devons la mettre dans le bon séparateur pour mieux se repérer.

Puis, nous devons aller dans « Firewall / Rules ». Toutes régles dans rules sont crées grace au NAT
créer précédament, il faut juste effectuer plusieurs manipulations si elle ne sont pas dans le bon

ordre.
States Protocol Source Port Destination  Port y Queue D ip Actions
Machine Hopper-172.16.0.101 i}
@ « 18/1741MB IPv4TCP . b 172160101 80 (HTTP) b none NAT Serveur Web - Hopper i.frm@ﬁ
« 1/338KiB IPud TCP ol * 17216.0.101 22 (SSH) L none NAT Serveur Web - Hopper Ys008
' 2/164KiB IPv4 TCP L * 172.16.0.101 21 (FTP) * none MNAT Serveur FTP - Hopper ,Lf@@ﬁ
| « 0/1.47MiB IPv4 TCP ! < 172.16.0.101 49152 - 50000 - none NAT Serveur FTP Port Passif - Hopper .Lf@@ﬁ
v 12 /1558 MiB |Pv4 TCP/UDP * : 172.16.0.101 8000 : none NAT Serveur Ajenti - Hopper &,f@@ o
Machine Physigue -172.16.0.102 it
« 0/7599MiB IPvd TCP W X 172.16.0.102 80 (HTTP) X none NAT Serveur Web - Physigue .i.fla@ i)
« 0/25KiB IPv4 TCRYUDP  * ¥ 172.16.0.102 3389 (MSRDP) * nope NAT RDP - Physigue ‘Lfﬁeﬁ
v 0/13KiB IPv4 TCP/UDP  * Y 172160102 33891 e none NAT RDP - Hopper A0
« 0/14KiB IPv4 TCR/UDP  * » 172160102 33892 " none MNAT RDP - Intratec .},f@@ﬂ
W 0/14KiB IPud TCR/UDP  * % 172.16.0.102 33893 % nong NAT RDP - Centreon -i.f'ﬁ@ij
] & 0/2KB IPv4 TCR/UDP. * ¥ 172.16.0.102 33894 L nope NAT RDP - PFSENSE &f@@@
Machine Intratec - 172.16.0.103 o
o « 0/8188 IPv4 TCP “ * 172160103 1138 * none MNAT Serveur Web - Intratec t. 0000
v 0/08 IPv4 TCP i * 172160103 22(SSH) . none NAT Serveur SSH - Intratec R dml)]
v 0/3168 IPvd TCP * ¥ 172.16.0103 BOOO x none NAT Serveur Ajenti - Intratec YsO0a
Machine Centreon - 172.16.0.104 i
& 0/0B 1Py TCP . . 172.16.0.104 22 (S5H) . none MAT Serveur S5H - Centreon YsTCiom
 0/547TMB IPv4 TCP o] % 17216.0.104 BO (HTTP} % none MAT Serveur Web - Centrecn ._f, f@ 2O
Machine PFSENSE - 172.16.0.254 i
« 7/367 MiB IPv4 TCP ol ¥ 172.16.0.254 80 (HTTP) * none NAT Serveur Web - PFSENSE .i. f@ @o
| & 0/0B P4 TCP . * 172160254 22 (SSH) * none NAT Serveur SSH - PFSENSE YsC0E
X 0/664ME  IPy4r . L . ' none ts000

) D O X ©

Exemple de liste de régles NAT/PAT

Nous devons elever les 2 régles qui bloque toutes entrées « Interface / WAN »

Reserved Networks

Block private networks

andloopback addresses Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per
RFC 4193 (fc00::/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a

private address space, 100.

Block bogon networks

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.
Note: The update frequency can be changed under System->Advanced Firewall/NAT settings.

Les deux cases doivent étre décochées, car elles empechent de faire du filtrage et bloquent toutes les entrées.

Afin de sécuriser notre réseau, nous allons bloquer tout les autres trafiques qui veulent entrer(Si elle
n’existe pas). Nous allons donc créer une rule dans « Firewall / Rules », qui doit étre en dernier. Pour
cela, nous devons cliquer sur "ADD"
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La régle doit étre identique

Firewall / Rules/ Edit = 2

Edit Firewall Rule

| Action | gjock v| |

1 (TCP RST or iCMP port unreachable for UDP) is returned to the sender,
e original packet is discarded

Disabled Disable this rule

Set this aption to disable this rule without removing it from the list

Interface WAN v

Choose the interface from which packets must come to match this rule

Address Family IPv4 v

Select the Internet Protocol version this rule applies to.

Protocol Any v

Choose which IP protocol this rule should match

Source Invert match. any b Source Address / v

Destination

Destination Invert match. any v / v
Extra Options
Log [ Log packets that are handled by this rule

Hint: the firewall has fimited |local log space. Don't tum on logging for everything. If doing a lot of logging, consider using a remote syslo

the Status: System Lo

g server (see
Settings page)

Description

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewal
log.

Advanced Options

Rule Information

Created 2/22/18 14:07:38 by admin@172.16.0.102

Updated 2/22/18 14:18:32 by admin@172.16.0.102

Cette régle bloque tout le trafic et donc doit étre mis tout a la fin, elle permet que tous les autres protocoles/réquetes soit abandoneronner

11.Mise en plage de Liste de blockage

Nous allons voir comment mettre en place un liste de blockage, qui permet de refuser I'accés a
certains site web, en fonction des catégories(Téléchargement illégale, Site d’achats, Sites adules,
etc...).

Pour cela, nous pouvons la créer ou bien en utiliser une déja prete créer par d’autres personnes
qui on ressencer ces sites.

Pour pouvoir mettre en place des listes de blockage, nous devons installer plusieurs packages qui
doivent étre installer sans ces paquets il nous sera impossible de mettre en place des restriction
grace aux listes.

Dans mon cas, je vais mettre en place la blackliste de Toulouse.

Pour cela, nous devons installer les paquets nous devons aller dans "Systéme / Packages Manager"
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Une fois dans le manageur, nous devons aller dans "Available Packages" et installer les paquets
Squid, SquidGuard et Lightsquid. Nous pouvons rechercher les paquets avec le terme "squid"

Si il nous manque des paquets, il nous sera impossible de mettre en place notre filtrage par rapport a
nos sites web.

Flisense

COMMUNITY EDITION

System / Package Manager/ Available Packages (7]

Installed Packages  Available Packages

Search term squid Both v [. ]

Enter a search string or *nix regular expression to search package names and descriptions.

Name Version Description

Lightsquid 3.0.6_4 LightSquid is a high performance web proxy reporting tool. Includes proxy realtime statistics (SQStat). Requires + Install
Squid package.

Package Dependencies:
Qlighttpd-1.4.47_1 N lightsquid-1.8_5

squid 0.4.42_1 High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of
acting as a HTTP / HTTPS reverse proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering
and antivirus integration via C-ICAP.

Package Dependencies:
QN squidclamav-6.16 N squid_radius_auth-1.10 N squid-3.527 N c-icap-modules-0.4.5

squidGuard 1.16.4 High performance web proxy URL filter. ml

Package Dependencies:
Q squidguard-1.4_15

pfSense Rubicon Communications, LLC (Netgate) view license

172.16.53.252/ pkg_mgr_install. php?pkg=pfSense-pkg-squidGuard

Chaque paquets doivent étre installer séparement

Pour chaque installation une demande de confirmation d’installation nous ai demander

Plisense

COMMUNITY EDITION

System / Package Manager/ Package Installer (2]

Installed Packages  Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-squidGuard.

Nous devons confirmer, afin qu’il soit installer
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Pour chaque installation, nous avons I'avancement, il est important de ne pas fermer la page, si non
I'installation échou.

Rlisense

COMMUNITY EDITION

System / Package Manager / Package Installer 2]

Il d completes

Please wait while the ir ion of pfS pkg-sq

This may take several minutes. Do not leave or refresh the page!

Installed Packages  Available Packages Package Installer

Package Installation

>>> Installing pfSense-pkg-squidGuard...

Updating pfSense-core repository catalogue...

pfSense—cc:e :el:CSlCO!V \J,.‘i :'I‘E E\E date.

Updating pfSense repository catalogue...

ngense repository is up to date.
ALl zepositories are up to date.

Nous avons I'avancement et le détail des actions effectuer lors de I'installation

Une fois les paquets installer, nous allons pouvoir installer notre blacklist, pour cela, nous devons
aller dans "Services / SquidGuard Proxy Filter".

Nous devons activer la blacklist et nous devons mettre le lien de notre blackliste, ce qui nous permet
de la mettre a jour facilement en cas de mise a jour de celle-ci

Blacklist options

Blacklist Check this option to enable blacklist
Do NOT enable this on NanoBSD installs!

Blacklist proxy

Blacklist upload proxy - enter here, or leave blank.
Format: host:[port login:pass] . Default proxy port 1080.
Example: "192.168.0.1:8080 user.pass

Blacklist URL | Tp.'f,-‘dSi.ut—capnoie.fr!blacglists;‘download}blacklists_For_pfse nse.tar.gz |

Enter the path to the blacklist (blacklist tar.gz) here. You can use FTFE, HTTP or LOCAL URL blacklist archive or leave blank. The LOCAL path could be

your pfsense (/tmp/blacklist.tar.gz).

Lien de la blacklist : http://dsi.ut-capitole.fr/blacklists/download/blacklists for pfsense.tar.gz

Ce n’est pas la seul blackliste existante, mais elle comprend beaucoup de site.
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Maintenant, nous devons nous rendre dans "Systéme / Géneral / Blacklist", puis |a télécharger

General seftings. Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

Blacklist Update

0% | hitp://dsi.ut-capitole.fr/blacklists/download/blacklists_for_pfsense.tar.gz

& Download

Enter FTP or HTTP path to the blacklist archive here.

© Blacklist update Log

Begin blacklist update

Start download.

hive http://dsi.ut-capitole.fr/blacklists/download
/blacklists_for_pfsense.tar.gz

Download complete

Unpack archive

Scan blacklist categories.

Download ar

Found 58 items.
Start rebuild DB.

Copy DB to workdir.
Reconfigure Squid proxy.
Blacklist update complete.

Pour mettre a jour ou installer notre liste de blockage, nous devons la télécharger avec le bouton "Download"

Un avancement du téléchargement est fait et la base de données ajoute les éléments de la liste

Rlisense

COMMUNITY EDITION

Package / SquidGuard/ Blacklists (2]

General settings Common ACL  Groups ACL  Target categories Times Rewrites Blacklist Leg XMLRPC Syne

Blacklist Update

[
Blacklist DB rebuild progress

Enter FTP or HTTP path to the blacklist archive here

© Blacklist update Log

Begin blacklist update
Start download.

Download archiwe http://dsi.ut-capitele.fr/blacklists/download
/blacklists for pfsense.tar.gz

Download complete

Unpack archive

Scan blacklist categories.

Found 53 items.

Start rebuild LB.

Completed 1 %

Nous avons un status d’avancement du téléchargement de notre blacklist, cela peut prendre un moment
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Une fois notre blackliste télécharger et ajouter, nous devons nous rendre dans "Services /
SquidGuard Proxy Filter" et activer le service SquidGuard si il ne I'est pas

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

| Enable [4 Check this option to enable squidGuard. |
mportant. Flease sel up al least one category on the ‘Target Categories’ tab before enabling. See this link for details

The Save button at the bottom of this page must be clicked to save configuration changes.
To activate squidGuard configuration changes, the Apply button must be clicked.

SquidGuard service state: STOPPED

Pour I'activer, cocher la chase "Enable" et cliquer sur "Apply"

On verifie que notre paquet squidGuard soit bien actif

msense Interfaces S e Status ~ Diag

COMMUNITY EDITION

Package / Proxy filter SquidGuard: General settings / General settings CO=uE=Eeo

General settings Common ACL  Groups ACL  Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Enable Check this option to enable squidGuard.
Important: Please set up at least one category on the "Target Categories' tab before enabling. See this link for details.
The Save button at the bottom of this page must be clicked to save configuration changes.
To activate squidGuard configuration changes, the Apply button must be clicked.

SquidGuard service state: STARTED

Si il ne démarre pas, il est possible qu’il ne soit pas bien installer ou bien la configuration incorrecte

12.Mise en place d’un VPN (OpenVPN)

Il est possible avec PFSENSE de mettre en place directement le VPN sur le routeur, ce qui nous
evite d’avoir un serveur dédié a cette tache.

Pour cela, nous devons nous rendre dans "Systéme / Certificate Manager / CAs"

Rlisense

COMMUNITY EDITION

System / Certificate Manager / CAs (2]

CAs Certificates  Certificate Revocation

—
Certificate Authorities
Name Internal Issuer Certificates Distinguished Name In Use Actions

Nous devons créer notre autorité de certification, pour cela nous devons I'ajouter grace au bouton "ADD"
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Nous allons créer notre autorité de certification.

CAs Certificates

Certificate Revocation

Create / Edit CA

Descriptive name

Method

pfSense FireWall

Create an internal Certificate Authority

Internal Certificate Authority

Key length (bits)

Digest Algorithm

Lifetime (days)

Country Code

State or Province

city

Organization

Organizational Unit

Email Address

Common Name

2048

sha256

NOTE: It is recommended to use an algorithm stronger than

3650

FR

Centre-Val-de-Loire

Tours

Paul Louis Courier

BTSSIO

yohan.fresneau@outlook.fr

internal-ca

SHAT when possible.

Save

Les informations peuvent étre modifier et doivent étre adapter

Nous allons créer le certification de notre serveur OpenVPN

CAs  Certificates  Uertiticate Revocation

Add/Sign a New Certificate

Method Create an internal Certificate i)

Descriptive name

Internal Certificate

pfSense OpenVPN

Certificate authority pfSense FireWall )
Key length 2048 Fl
Digest Algorithm sha256

NOTE: It is recenmended to use an algorithm stronger than SHAT when possible.

Lifetime (days) 3650

Country Code FR |7

State or Province Centre-Val-de-Loire

City Tours
Organization Paul Louis Courier

Organizational Unit BTSSIO

Email Address yohan.fi Hook.fr

CommonName | pfsense scad.lan J

Cer! ate Attributes

Attribute Netes  The following attributes are added to certificates and requests when they are created or signed. These attributes behave

differently depending on the selected mode
For Internal Certificates, these attributes are added directly to the certificate as shown

Certificate Type Server Certificate

Add type-specific usage atiributes to the signed certificate. Used for placing usage restrictions on, or granting abilities to,
the signed certificate.

Alternative Names FQDN or Hostname

Type Value

Enter additional identifiers for the certificate in this list. The Common Name field is automatically added to the certificate as
an Alternative Name. The signing CA may ignore or change these values.

“ o

Les informations du certification du serveur VPN doivent étre identique ou bien adapter
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Nous créer un utilisateur qui pourra par la suite se connecter directement au VPN.

System / User Manager / Users 2]

Users Groups Settings Authentication Servers

Username Full name Status Groups Actions
admin System Administrator v admins ra

Pour ajouter un utilisateur, nous devons cliquer sur "ADD"

La création de notre utilisateur se fait comme ceci

Flisense sy -

System / User Manager/ Users/ Edit 2]

Users Groups Settings  Authentication Servers

Defined by ~ USER

Disabled  [] This user cannot login

Usemame | client-openvpn
Password | ®seeees seseses
Fullname | Client VPN

User's full name, for administrative information only

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date as MM/DD/YYYY
Custom Settings [ Use individual customizad GUI options and dashboard layout for this user.

Group membership adming

Not member of Member of

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

Certificate [ Click to create a user certificate
Cela est identique pour tous autres utilisateurs si I’on souhaite en ajouter d’autres

Nous allons créer le ceritificat pour les client, afin qu’il puissent se connecter au VPN

CAs Ceriificates  Certificate Revocation

—
Add/Sign a New Certificate
Method Create an internal Certificate 1~

Descriptive name Client VPN

Internal Certificate

Certificate authority pfSense FireWall [~
Key length 2048 el
Digest Algorithm sha256 |2

NOTE: It is recommended to use an algorithm stronger than SHA1 when possible

Lifetime (days) | 3650 =
CountryCode | FR [
State or Province Centre-Val-de-Loire
City Tours

Organization Paul Louis Courier
Organizational Unit BTSSIO

Email Address | yohan fresneau@outlook fr

Common Name pfsense.sca3.lan|
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Certificate Attributes

Attribute Notes 1. following attributes are added to certificates and requests when they are created or signed. These attributes behave
differently depending on the selected mode.

Fer Internal Certificates, these attributes are added directly to the certificate as shown.

Certificate Type User Certificate i

Add type-specific usage attributes to the signed certificate. Used for placing usage restrictions on, or granting abilities to,
the signed certificate.

Alternative Names FQDN or Hostname v

Type Value

Enter additional identifiers for the certificate in this list. The Common Name field is automatically added to the certificate as
an Altemative Name. The signing CA may ignore or change these values

pfSense Rubicon Communications, LLC (Netgate) view license|

Notre certificat est universelle pour tous les clients voulent se connecter, car il se connecte grace a des mot de passe et des nom utilisateur

Nous devons lié ce certificat a notre utilisateur, pour cela nous devons retourner sur notre utilisateur

Lustom Settings Ll Use individual customized GUI options and dashboard layout Tor this user.

Group membership admins

Not member of Member of

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items

Effective Privileges

Inherited from Name Description Action

Name CA

Nous devons cliquer sur "ADD", dans "User Certificates"

Nous devons séléctionner le certificat au quelle on le lie

System / Certificate Manager/ Certificates / Edit (%]

CAs Certificates  Certificate Revocation

Add/Sign a New Certificate
Method Choose an existing certificate ~

Descriptive name client-openvpn

Choose an Existing Certificate

Existing Cerlificates | Client VPN (CA: pfSense FireWall)

Save

On séléctionne notre certificat créer précédament pour nos utilisateurs
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Nous allons maintenant, mettre en place notre serveur VPN, nous allons intaller le paquet openVPN-
client-export qui va nous permettre de créer nos fichiers pour OpenVPN client.

Flisense

COMMUNITY EDITION

System / Package Manager / Available Packages

e
Installed Packages  Available Packages
—
Search term

| openvpn{

Enter a search string or *nix regular expression to search package names and descriptions.

Name Version Description
openvpn-client- 1.4.14

Allows a pre-configured OpenVPN Windows Client or Mac 0S X's Viscosity configuration bundle to be

= Install
export exported directly from pfSense. &

Package Dependencies:

¥ openvpn-clientexport-2.4.4 L openvpn-2.4.4 ¥ zip3.0.1 ¥ p7zip-16.02

On cliquer sur intaller afin d’ajouter le paquet

Nous allons installer le serveur VPN et le configurer

Rlisense

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup /

OpenVPN Remote Access Server Setup

This wizard will provide guidance through an OpenVPN Remote Access Server Setup .

The wizard may be stopped at any time by clicking the logo image at the top of the screen.
Select an Authentication Backend Type

Type of Server Local User Access

~

NOTE: If unsure, leave this set to "Local User Access.”
» Next

Choisir "Local User Access", puis faire "Next"

Rlisense

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Certificate Authority Selection

Step 50f 11
Certificate Authority Selection

OpenVPN Remote Access Server Setup Wizard
Choose a Certificate Authority (CA)

Certificate Authority | pf-Sense Firewall B

% Addnew CA

On séléctionne notre autorité de certification, puis on clique sur "Next"
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Flisense

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Server Certificate Selection (2]

of 11

St

Server Certificate Selection

OpenVPN Remote Access Server Setup Wizard

Choose a Server Certificate

Certificate pfSense OpenVPN [

» Add new Certificate

On séléctionne le certificat que I'on a créer pour notre serveur, puis "Next"

AMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Server Setup 2]

Step 9of 11

Server Setup

OpenVPN Remote Access Server Setup Wizard

General OpenVPN Server Information

Interface WAN |75

The interface where OpenVPN will listen for incoming connections (typically WAN.)

Protocol upp P

Protocol to use for OpenVPN connections. If unsure, leave this set to UDP.

Local Port 1104
Local port upon which OpenVPN will listen for connections. The default port is 1194. This can be left at its default unless a
different port needs to be used
Description Serveur OpenVPN

A name for this OpenVPN instance, for administrative reference. It can be set however desired, but is often used to
distinguish the purpose of the service (e.g. "Remote Technical Staff”). It is also used by OpenVPN Client Export to identify
this VPN on clients.

Cryptographic Settings
TLS Authentication

Enable authentication of TLS packets.

Generate TLSKey [

Automatically generate a shared TLS authentication key.

TLS Shared Key
Paste in a shared TLS key if one has already been generated.
DH Paramaters | 2048 bit El
Length
Length of Diffie-Hellman (DH) key exchange parameters, used for establishing a secure communications channel. The DH
parameters are different from key sizes, but as with other such settings, the larger the key, the more security it offers, but
larger keys take considerably more time to generate. As of 2016, 2048 bit is a common and typical selection
Encryption AES-256-CBC (256 bit key, 128 bit block) |
Algorithm
The algerithm used to encrypt traffic between endpoints. This setting must match on the client and server side, but is
otherwise set however desired. Certain algorithms will perform betier on different hardware, depending on the availability of
supported VPN accelerator chips.
Auth Digest SHAT (160-bit) =
Algorithm
The method used to authenticate traffic between endpoints. This setting must match on the client and server side, butis
otherwise set however desired
Hardware Crypto No Hardware Crypto Acceleration W

The hardware cryptographic accelerator to use for this VPN connection, if any.
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Tunnel Settings

Tunnel Network 10.8.0.0/24

This is the virtual network used for private communications between this server and client hosts expressed using CIDR
notation (eg. 10.0.8.0/24). The first network address will be assigned to the server virtual interface. The remaining network
addresses will be assigned to connecting clients.

Redirect Gateway

Force all client generated traffic through the tunnel

Local Network 172.16.53.0/24

This is the netwark that will be accessible from the remate endpoint, expressed as a CIDR range. This may be left blank if
not adding a route to the local network through this tunnel on the remote machine. This is generally set to the LAN network

Concurrent

Connecti i
ONnEEtionS  Specify the maximum number of clients allowed to concurrently connect to this server.

Compression Omit Preference (Use OpenVPN Default) 1~

Compress tunnel packets using the LZ0 algorithm. Adaptive ion will dynamically disable compression for a period
of time if OpenVPN detects that the data in the packets is not being compressed efficiently.

Type-of-Service  []
Set the TOS IP header value of tunnel packets to match the encapsulated packet's TOS value

Inter-Client
- e

Allow ion between clients connected to this server.

Duplicate [

Connections Ao multiple concurrent connections from clients using the same Common Name.

NOTE: This is not generally recommended, but may be needed for some scenarios.

Dynamic IP

Allow connected clients to retain their connections if their IP address changes.

Topology Subnet - Gne IP address per client in a common subn [+
Specifies the method used to supply a virtual adapter IP address to clients when using tun made on IPv4.
Some clients may require this be set to "subnet’ even for IPv6, such as OpenVPN Connect (i0S/Android).
Older versions of OpenVPN {before 2.0.9) or clients such as Yealink phones may require "net30".
DNS Default Domain

Provide a default domain name to clients.

DNS Server 1 | 172.16.53.1

DNS server IP to provide to connecting clients.

DNS Server 2
DNS server IP to provide to connecting clients.
DNS Server 3
DNS server IP to provide o connecting clients.
DNS Server 4
DNS server IP to provide to connecting clients.
NTP Server
Network Time Protocol server to provide to connecting clients.
NTP Server 2

Network Time Protocol server to provide to connecting clients.

NetBIOS Options |

Enable NetBIOS over TCP/IP
If this option is not set, all NetBIOS-over-TCP/IP options (including WINS) will be disabled.

NetBIOS Node Type none

Possible options: b-node (broadcasts), p-node (point-to-point name queries to a WINS server), m-node (broadoast then
query name server), and h-nade (query name server, then broadcast).
NetBIOS Scope ID

A NetBIOS Scope ID provides an extended naming service for NetBIOS over TCP/IP. The NetBIOS scope ID isolates NetBIOS
traffic on a single netwaork to only those nodes with the same NetBIOS scope ID.

WINS Server 1
A Windows Internet Name Service (WINS) server IP to provide to connecting clients. Not desirable in most all modern
networks.
'WINS Server 2
A Windows Internet Name Service (WINS) server IP to provide ta connecting clients. Not desirable in most all modern
networks.
Advanced

i

Enter any additional options to add to the OpenVPN server
“route 10.0.0.0 255.255.255.0"

here, dbya EXAMPLE: push

on Communications, LLC (Netgate) view license
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Plisense

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Firewall Rule Configuration 2]

Step 10 of 11

. Sepllof |
Firewall Rule Configuration

OpenVPN Remote Access Server Setup Wizard

Firewall Rule Configuration

Firewall rules control what network traffic is permitted. Rules must be added to allow traffic to the OpenVPN server's IP and
port, as well as allowing traffic from connected clients through the tunnel. These rules can be automatically added here, or
configured manually after completing the wizard.

Traffic from clients to server

Firewall Rule

Add a rule to permit connections to this OpenVPN server process from clients anywhere on the Internet.

Traffic from clients through VPN

OpenVPN rule

Add a rule to allow all traffic from connected clients to pass inside the VPN tunnel.

» Next

On peut laisser par défaut et faire "Next"

Flisense

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Finished! (2]

Step 11 of 11

Finished!

OpenVPN Remote Access Server Setup Wizard

Configuration Complete!

The configuration is now complete.

To be able to export client configurations, browse to System->Packages and install the OpenVPN Client Export package.

» Finish

Notre serveur VPN est installer, nous pouvons donc cliquer sur "Finish"

Notre VPN est donc configurer, il nous reste plus qu’a installer un client VPN sur un poste et ce
connecter a distance.

Précedament, nous avons installer un paquets OpenVPN, qui nous permet de prégénere des fichiers
de configuration pour les clients VPN.

Il est possible de télécharger le client depuis cette interface.
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Rlisense

JNITY EDITION

OpenVPN/ Client Export Utility (2]

Server Client  Client Specific Overrides  Wizards  Client Export  Shared Key Export

OpenVPN Server

Remote Access Serveur OpenVPN UDP:1194 S
Server
Client Connection Behavior
Host Name Other [+
Resolution o

Host Name 172.16.29.3

Enter the hostname or IP address the client will use to connect to this server.

Verify Server CN Automatic - Use verify-x509-name (OpenVPN 2.3+) wh ||

Optionally verify the server certificate Commeon Mame (CN) when the client connects. Current clients, including the most
recent versions of Windows, Viscosity, Tunnelblick, OpenVPN on iOS and Android and so on should all work at the default
automatic setting

Only use tls-remote if an older client must be used. The option has been deprecated by OpenVPN and will be removed in the
next major version.

With tls-remote the server CN may optionally be enclosed in quotes. This can help if the server CN contains spaces and
certain clients cannot parse the server CN. Some clients have problems parsing the CN with quotes. Use only as needed.

Block Outside DNS [0 Block access to DNS servers except across OpenVPN while connected, forcing clients to use only VPN DNS servers.

Requires Windows 10 and OpenVPN 2.3.9 or later. Only Windows 10 is prone to DNS leakage in this way, other clients will
ignore the option as they are not affected

Legacy Client [0 Do not include OpenVPN 2.4 settings in the client configuration.

When using an older client (OpenVPN 2.3.x or earlier), check this option to prevent the exporter from placing known-

Certificate Export Options

PKCS#11 Certificate [ Use PKCS#11 storage device (cryptographic token, HSM, smart card) instead of local files.
Storage

Microsoft [ Use Microsoft Certificate Storage instead of local files.
Certificate Storage

Password Protect [ Use a password to protect the pkes12 file contents or key in Viscosity bundle.
Certificate

Proxy Options

Use A Proxy [ Use proxy to communicate with the OpenVPN server.

Additional
configuration
options

Enter any additional options to add to the OpenVPN client export configuration here, separated by a line break or semicelon.

EXAMPLE: remote-random;

Save as default
—_

Enter a search string or *nix regular expression to search.

. VPN)
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Servers configured witl
h as AES-GC
and more.

that require OpenVPN 2.4 will not work with OpenVPN 2.3.x or older clients. These features include: AEAD

eatures

TLS Encryption+Authentication, ECDH, LZ4 (

ther nor-legacy compression choices, IPv6 DNS

OpenVPN Clients
User Certificate Name Export
client-openvpn Client VPN - Inline Configurations:

3

m Most Clients

-*- OpenVPN Connect (i0S/Android)
- Bundled Configurations:

-‘- Archive * Config File Only

- Current Windows Installer (2.4.4-1x01):
3

- 0ld Windows Installers (2.3.18-1x01):
- Viscosity (Mac 0S X and Windows):
3 3

man \Viscosity Bundle il s Viscosity Inline Config

If a client is missing from the list it is likely due to a CA mismatch between the OpenVPN server instance and the client certificate, the client
ceriificate does not exist on this firewall, or a user certificate is not associated with a user when local database authentication is enabled.

OpenVPN 2.4 requires Windows Vista or later
The "win6" Windows installers include the tap-windowsé driver which requires Windows Vista or later.
The "XP" Windows installers work on Windows XP and later versions.

Links to OpenVPN clients for various platforms:

OpenVPN Community Client - Binaries for Windows, Source for other platforms. Packaged above in the Windows Installers
Open¥PN For Android - Recommended client for Android
FEAT VPN For Android - For older versions of Android

Lo A aloced 1o = A n U B T feire

Nous avons les fichiers de config et I'on peut aussi télécharger directement I'installation de OpenVPN

13.Mise en place d’une journalisation du trafic réseau

Nous allons utiliser ntopng qui nous permet d’avoir des information détailler des connexion
actuelle(Tout ceci se configure dans les paramétres de ntopng dans l'interface graphique). On a aussi
un historique de qui a éffectuer des demandes et savoir ce qui rentre et sort du réseau.

Pour installer ntopng, il faut aller dans « System\Package Manager »

Installed Packages  Available Packages

Search term Both v i

Enter a search string or *nix regular expression to search package names and

descriptions.
Name Version Description

Nous recherchons « ntopng », puis nous l'installons
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pf pkg-ntopng installation

Installed Packages  Available Packages Package Installer

(. - - - - - - - - - - - - - - - - - - - .- .- - - - - e |
Package Installation

[ 1ine arguments, add something like the following to rc.conf: B

ntopng_flags-"/path/to/file.conf"

Message from redis-3.2.10
=== CONFIGURATION NOTE:

To setup "redis” you need to edit the configuration file:
Jusr/local/etc/redis.conf

To run redis from startup, add redis_enable="YES"
in your /etc/rc.conf.

>>> Cleaning up cache... done.

Success

Nous devons attendre que Success soit affichier, car si on quitte la page ntopng ne sera pas completement installer

Nous allons donc configurer ntopng, pour cela aller dans « Diagnostics / ntopng Settings »

Package / Diagnostics: ntopng Settings / ntopng Settings 2]

nopng Settings  Access ntopng

[

Enablentopng @ Check this to enable ntopng

Keep Data/Settings.

ackage uninstall/reinstall/upgrade!

Rtopng Admin Password

DNS Mode

ric 1Ps only (defaul) v

o

Disable Alerts Disables all alerts generated by ntopng, such as flooding natifications

Local Networks

Mode | Consider all RFC191

fault: Consider all RFC1918 networks local

Il faut « Enable ntopng », puis saisir le mot de passe de I'interface web de ntopng et on séléctionne les deux interfaces Lan et Wan. D’autres
parametres peut etre modifier.

Pour la mise en place, nous alons utiliser un serveur Mysq|l. Le serveur MySQL va nous permettre
de sauvegarder les informations qui passe sur le réseau. Pour cela, nous devons créer une table
« ntopng » sur le serveur MySQL.

IP: 172.16.0.200 Utilisateur: root Mot de passe: Toor01

Un petit bug existe dans l'interface, il est possible de modifier le temps de rétention des
infomation mais si on modifier le temps et que I'on redemarre I'informations n’est pas sauvegarder.
Pour mon cas, j’ai trouver une solution qui conciste a enelver les droit de « Delete et Update », afin
gu’il ne supprime pas les information au dela de 7 Jours par défaut.

Une fois ceci fait, nous pouvons tester si on a bien accés a la base de données depuis Pfsense
avec comme commande

| mysql -h 172.16.0.200 -uroot -p

Cette commande doit étre fait sur Pfsense(En SSH)

Si la connexion s’effectue bien cela veut dire qu’il est donc possible d’atteindre la base de données.

Yohan Fresneau — BTS SIO SISR 38/42 Installation PFSENSE (Redondance, Filtrage, NAT, VPN)




Si ce n’est pas le cas voici les solutions possibles :

- Configurer le serveur MySQL

I nano /etc/mysql/my.cnf

[mysqld]

user = mysql

port=3306

bind-address=0.0.0.0

Contenue du fichier « fetc/mysql/my.cnf »

- Verifier les permission de I'utilisateurs
- Verifier le nom d’utilisateur et le mot de passe et I'IP du serveur

Nous allons dire a Pfsense, qu’il doit enregistrer les informations dans la base de données.
Nous allons modifier un fichier de config.

I nano /usr/local/pkg/ntopng.inc

/usr/local/bin/ntopng -d /var/db/ntopng -S all -D none -q -e -F
"mysql;172.16.0.200;ntopng;flows;root;Toor01" -G /var/run/ntopng.pid -s -e {Shttp_args}
{Sdisable_alerts} {Sdump_flows} {Sifaces} {Sdns_mode} {Saggregations} {Slocal_networks} &

Contenue du fichier « fusr/local/pkg/ntopng.inc ». Ligne 168

Une fois fait, nous allons pouvoir redémarrer et nous connecter.

Utilisateur: admin Mot de passe: <définie précédement> URL: http://<ip pfsense>:3000/

Puis, nous allons choisir I'interface que I'on veut voir ou espionner

Bhbhed oA #- @ A- Fows Hosts~  Devices ~ Imerfacesv“ B O

Inferface:em1 @ Packets Prolocols  IcMP  ARP (e B2 A B & @ « emo

Puis, nous allons choisir le graphique et nous avons une vue du trafic et des informations rapide

« 8 A B & ¥ s
rame: 0 n 1
Time vate
win oants 153708 obis
wax 09119 180550 4156 kot
oanis g ass 1773 K0NS
Avesge 290k
ol Tatte 1257148
‘ seiscton Time
| ‘ i
P Interface
Top Talkers
niopng Community Edition v.3.0.171218 a 0bps © 18:44:30 +0000 | Uptime: 1 h, 14 50
User [T Intertace B0 44,31 koW [25 pps] a ovps o] 142 ] #ooviees ] 31 riows
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Et pour voir en détaille les connexions effectuer, nous utilisons dans « Flows », puis « IPv4 »

4 @ A 0 tera B 0-(Q
& ® & 2 A B B ¥ o
cran | iow
”e
Top IPv4 Flows [11/03/2019 17:44:55 - 11/03/2019 18:44:55]
Application LaProto Clent segin En Taffc sent Traffic Received  Total Tafic  Info
st oe oyt 6088 102019 180741 s1ke m7ke 3226K8 SSH20.0penSSH 7 d4pT Debian-10+
nysaL Toe o219 80509 11032019 161359 19383K8. 2939K0 22K
sst T8 oY s s 1os20t9 162251 s234k0 127.24K8 17956K8  S5120.0penSSH_72
nysaL e Tov20ts rae2s 1082019 175421 14873K8 2509K8 112628
nysaL Top 1092019 160412 135848 2066K8 1965K8
oL Tep 172160 200mysa1 1052019 17:5421 130388 2049K8 15087K8
oL Top 172160 200mysai 1052019 51559 15094 K8 199k8 15084 K8
tsaL op 092019 16,0408 12958 K8 195768 149148
wsaL Top 032019 162551 12926K8 1957K8 148838
nsaL op 172160200 mysa A0 782 1082019 175917 n803K8 2016K8 148198
tsaL op 172160200 mysas o201 17597 1082019 180408 ns08K8 1898 K8 16405 K8
nysaL op 172160 200mysal a0t 182085 11032019 182551 12499%8 1898 K8 1a97K8
msaL op 172160 200mysal o0t 174825 10a2019 17421 215K8 1864KB 140248
tysaL op 17216020050 oyt ST 1oa2019 180412 120738 102268 13036K8

On peut sélectionner le temps voulu grace au graphique précédent. Nous avons les informations

disponibles dans la base de données également.

14. Autorisation interfaces web (Sous réseau)

Afin de pouvoir controler notre PFSENSE, depuis un autre réseau, nous avons besoin de désactiver
une régle http. Nous devons aller dans « System / Advanced», puis cocher cette case.

Alternate Hostnames

Alternate Hostnames for DNS Rebinding and HTTP_REFERER Checks. Specify aiternate hostnames by which the router may be gueried, to bypass the
DNS Rebinding Atiack checks. Separate hostnames with spaces.

Browser HTTP_REFERER
enforcement

@ Disable HTTP_REFERER enforcement check

When this is unchecked, access to the webConfigurator is protected against HTTP_REFERER redirection attempts. Check this box to disable this
protection if it interferes with webConfigurator access in certain corner cases such as using external scripts to interact with this system. More
information on HTTP_REFERER is available from Wikipedia

Browser tab text

Display page name first in browser tab
When this is unchecked, the browser tab shows the host name followed by the current page. Check this box to display the current page followed by the
host name.

Le routeur est maintenant administrable depuis d’autres réseaux LAN(Sans régles ACL).

15.Changement du mot de passe de l'interface web

Pour modifier le mot de passe pour plus de sécurité, pour cela on va dans « System / User Manager
» et I'on modifie le compte « admin »

Username

admin

Full name Status Groups Actions

System Administrator v admins

On clique sur le petit crayon, pour modifier notre compte
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System/ User Manager / Users/ Edit (2]

Users Groups Settings Authentication Servers

User Properties

Defined by SYSTEM

Disabled [0 This user cannot login
Username admin
e T s !
Full name System Administrator

User's full name, for administrative information only

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date as MM/DD/YYYY
Custom Settings [0 Use individual customized GUI options and dashboard layout for this user.

Group membership - admins -

Not member of Member of

Held down CTRL (PC)/COMMARND (Mac) key to select multiple items

Nous saisissons notre nouveau mot de passe, puis on clique sur « Save » et notre mot de passe est changé.

16. Mise a jour PFSENSE(Update Systeme)

Les mises a jour sont importantes, niveau fonctionnalité et surtout niveau sécurité

Une mise a jour PFSENSE est facile a faire, pour cela nous devons nous connecter sur le Panel, et sur
le Dashboard nous avons la version et comme on peut le voir la version 2.4.1 est disponible, nous
pouvons donc la mettre a jour grace au petit nuage download.

Version: VirtualBox
Release Date: 12/01/2006

Version 2.3.5-RELEASE (amd64)
built on Mon Oct 30 11:08:06 CDT 2017
FreeBSD 10.3-RELEASE-p22

Version 2.4.7 is availabie.@
Version information updated at 2018-02-2512:39

Platform pfSense

CPU Type Intel(R}) Xeon(R) CPU X3440 @ 2.53GHz

Une demande de confirmation nous ai demandé si I'on veut bien mettre a jour notre version, pour
cela cliquer sur « Confirm »
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System / Update / System Update

System Update Update Settings

Confirmation Required to update pfSense system.

Current Base System 23.5

Latest Base System 241

Puis I'installation se fait, mais on ne doit ni quitter ni fermer cette page car la mise a jour va s’arréter
et risque de planter PFSENSE.

Please wait while the system update completes.

This may take several minutes. Do not leave or refresh the page!

SystemUpdate  Update Settings

Updating System

Please wait while the update system initializes

Nous avons un message qui nous informe que la mise a jour est fini et que PFSENSE doit redémarrer

System / Update / System Update 2]

System update successfully completed

System Update Update Settings

Rebooting
Page will automatically reload in 88 seconds

Updating System
The following 1 package(s) will be affected (of @ checked): B

TInstalled packages to be UPGRADED:
pFsense-kernel-pfSense: 2.3.5 -5 2.4.2 1 [pfSense-cora]

Number of packages to be upgraded: 1

The process will require 6 MiB more space.

[1/1] Upgrading pfsense-kernel-pfsense from 2.3.5 to 2.4.2.1...
[1/1] Extracting pfSense-kernel-pfSense-2.4.2 1: .......... done
==-> Keeping a copy of current kernel in /boot/kernel.old
Upgrade is complete. Rebooting in 18 seconds.

»>> Unlocking package pkg... done.

Success

k14

Puis une fois redémarrer, sur le Dashboard nous avons bien I'information qui nous dit que c’est bien
la derniére version que nous avons

Version 2.4.2-RELEASE-p1 (amdid)
built on Tue Dec 12 13:45:26 CST 2017
FreeBSD 11.1-RELEASE-p&

Th 1is.0n the /Ersion

mation updated at Thu Mar 1 14:09:51 UTC 2018 Z
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